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CIRCULAR
To:

The Vice Chancellors of Technical Universities
Directors/Principals of AICTE-Approved Institutions

Subject: Alert Regarding Fraudulent Job Appointment Scams Using AICTE and MoE Identities.

It has come to the attention of the All India Council for Technical Education (AICTE) that fraudulent activities
are being conducted wherein fake job appointment letters and related communications are being issued in
the name of AICTE and Ministry of Education (MoE) officers. These communications are sent from counterfeit
email addresses resembling official domains, misleading individuals into believing they have been offered
employment opportunities. It is for your information that the All India Council for Technical Education (AICTE)
uses only its own domain as a aicte-india.org for any communication.

Key Points of Concern:
1. Nature of Fraud: Fraudsters are impersonating AICTE and MoE officials and issuing fraudulent job
offers.
2. Tactics Used: Use of fake email addresses and forged documents to appear legitimate.
3. Impact: Such scams tarnish the reputation of AICTE and MoE while exploiting unsuspecting
individuals.

Actions to be Taken by Institutions:

1. Raise Awareness: Inform all students, faculty, and staff about this fraudulent activity and advise
them to be cautious when dealing with unsolicited job offers.

2. \Verification Protocol: Encourage individuals to verify the authenticity of any job-related
communication purportedly from AICTE or MoE by contacting official channels.

3. Report Suspicious Activity: Direct any instances of fraudulent communication to the AICTE or the
Cyber Crime Division immediately.

4. Publish Notifications: Kindly display this circular on notice boards and circulate it widely among your
institution’s community.

5. In view of the above, once again all the institutions are requested to respond/ provide data to
communication received only from the domain @aicte-india.org or @gov.in.

Reporting Cyber Fraud:
Institutions and individuals are requested to report such incidents to the local Cyber Crime Cell and the
Computer Emergency Response Team (CERT-In) at the earliest.

Your proactive action is crucial in combating this menace and ensuring the safety and security of our
academic community. Please remain vigilant and help us safeguard the integrity of our esteemed
organizations.

Thank you for your immediate attention and action.
Yours sincerely,
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Dr. Prashant Kharat

. Dy. Director & CISO
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